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Background

Field Effect

• Founded in 2016​, ~200 employees.

• Headquartered in Ottawa, Canada with employees also in 

AU, NZ, UK and US.

• A holistic, comprehensive approach to cyber security.

• A focus on solving security challenges for small and mid-

size organizations.

Erik Egsgard

• ~20 years in cyber security

• EDR Security Developer

• Vulnerability researcher
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Story Time
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Crypt Decoding
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AFL False Start
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AFL False Start
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0:000> wt -i kernelbase -i kernel32 -i verifier -i ucrtbase -i vcruntime140 -i ntdll

   27     0 [  0] CRYPT32!CryptDecodeObjectEx

    5     0 [  1]   CRYPT32!LoadRegFunc

   76 24702 [  0] CRYPT32!CryptDecodeObjectEx

   16     0 [  1]   CRYPT32!Asn1TimeStampResponseDecodeEx

   23   886 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   54     0 [  3]       MSASN1!ASN1_Decode

   14     0 [  4]         CRYPT32!ASN1Dec_TimeStampResp

   77     0 [  5]           MSASN1!ASN1BERDecExplicitTag

   13     0 [  5]           CRYPT32!ASN1Dec_PKIStatusInfo

   14     0 [  6]             CRYPT32!ASN1Dec_PKIFreeText

   10     0 [  7]               CRYPT32!ASN1DecRealloc_Elements

   81  2474 [  6]             CRYPT32!ASN1Dec_PKIFreeText

   60  2909 [  5]           CRYPT32!ASN1Dec_PKIStatusInfo

   44  3213 [  4]         CRYPT32!ASN1Dec_TimeStampResp

   95  3301 [  3]       MSASN1!ASN1_Decode

   35  4282 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   32     0 [  4]         CRYPT32!Asn1TimeStampResponseExCallback

   29     0 [  5]           CRYPT32!Asn1X509GetPKIFreeText

   45   457 [  4]         CRYPT32!Asn1TimeStampResponseExCallback

   80  4367 [  3]       CRYPT32!PkiAsn1AllocStructInfoEx

   42  8729 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   30   116 [  3]       MSASN1!ASN1_FreeDecoded

   51  8875 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   18  8926 [  1]   CRYPT32!Asn1TimeStampResponseDecodeEx

   94 33648 [  0] CRYPT32!CryptDecodeObjectEx

Timestamp Decoding
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Strings are Hard
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Strings are Hard
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Where Is This Used
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Signtool PoC
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CVE-2024-30020
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UserNotice Fuzzing
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0:000> wt -i kernelbase -i kernel32 -i verifier -i ucrtbase -i vcruntime140 -i ntdll

   27     0 [  0] CRYPT32!CryptDecodeObjectEx

    5     0 [  1]   CRYPT32!LoadRegFunc

   76 24702 [  0] CRYPT32!CryptDecodeObjectEx

   16     0 [  1]   CRYPT32!Asn1TimeStampResponseDecodeEx

   23   886 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   54     0 [  3]       MSASN1!ASN1_Decode

   14     0 [  4]         CRYPT32!ASN1Dec_TimeStampResp

   77     0 [  5]           MSASN1!ASN1BERDecExplicitTag

   13     0 [  5]           CRYPT32!ASN1Dec_PKIStatusInfo

   14     0 [  6]             CRYPT32!ASN1Dec_PKIFreeText

   10     0 [  7]               CRYPT32!ASN1DecRealloc_Elements

   81  2474 [  6]             CRYPT32!ASN1Dec_PKIFreeText

   60  2909 [  5]           CRYPT32!ASN1Dec_PKIStatusInfo

   44  3213 [  4]         CRYPT32!ASN1Dec_TimeStampResp

   95  3301 [  3]       MSASN1!ASN1_Decode

   35  4282 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   32     0 [  4]         CRYPT32!Asn1TimeStampResponseExCallback

   29     0 [  5]           CRYPT32!Asn1X509GetPKIFreeText

   45   457 [  4]         CRYPT32!Asn1TimeStampResponseExCallback

   80  4367 [  3]       CRYPT32!PkiAsn1AllocStructInfoEx

   42  8729 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   30   116 [  3]       MSASN1!ASN1_FreeDecoded

   51  8875 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   18  8926 [  1]   CRYPT32!Asn1TimeStampResponseDecodeEx

   94 33648 [  0] CRYPT32!CryptDecodeObjectEx

Timestamp Decoding II
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CryptDecodeObjectEx Internals

10110110

01111101

10100101

DER

Data

ASN1Dec_* functions

ASN1…DecodeEx functions
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ASN1Dec_PKIFreeText
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ASN1Dec_PKIFreeText
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ASN1Dec_PKIFreeText
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PoC Attempt

Count = 0xc000000

Count * sizeof( UTF8_STRING ) = 0xc000000 * 0x10

      = 0xc0000000

...

alloc = 0x1000000 * 0x10

alloc = 0x2000000 * 0x10

alloc = 0x4000000 * 0x10

alloc = 0x8000000 * 0x10

alloc = 0x10000000 * 0x10 ***
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0:000> wt -i kernelbase -i kernel32 -i verifier -i ucrtbase -i vcruntime140 -i ntdll 

00007ff7`1f3a13d0

   27     0 [  0] CRYPT32!CryptDecodeObjectEx

    5     0 [  1]   CRYPT32!LoadRegFunc

   76 24702 [  0] CRYPT32!CryptDecodeObjectEx

   16     0 [  1]   CRYPT32!Asn1TimeStampResponseDecodeEx

   23   886 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   54     0 [  3]       MSASN1!ASN1_Decode

   14     0 [  4]         CRYPT32!ASN1Dec_TimeStampResp

   77     0 [  5]           MSASN1!ASN1BERDecExplicitTag

   13     0 [  5]           CRYPT32!ASN1Dec_PKIStatusInfo

   14     0 [  6]             CRYPT32!ASN1Dec_PKIFreeText

   10     0 [  7]               CRYPT32!ASN1DecRealloc_Elements

   81  2474 [  6]             CRYPT32!ASN1Dec_PKIFreeText

   60  2909 [  5]           CRYPT32!ASN1Dec_PKIStatusInfo

   44  3213 [  4]         CRYPT32!ASN1Dec_TimeStampResp

   95  3301 [  3]       MSASN1!ASN1_Decode

   35  4282 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   32     0 [  4]         CRYPT32!Asn1TimeStampResponseExCallback

   29     0 [  5]           CRYPT32!Asn1X509GetPKIFreeText

   45   457 [  4]         CRYPT32!Asn1TimeStampResponseExCallback

   80  4367 [  3]       CRYPT32!PkiAsn1AllocStructInfoEx

   42  8729 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   30   116 [  3]       MSASN1!ASN1_FreeDecoded

   51  8875 [  2]     CRYPT32!Asn1InfoDecodeAndAllocEx

   18  8926 [  1]   CRYPT32!Asn1TimeStampResponseDecodeEx

   94 33648 [  0] CRYPT32!CryptDecodeObjectEx

Size Checks

g_dwMaxDecodeBufferSize = 0x61a8000 

= 100MB
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UserNotice Fuzzing
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Vulnerability Constraints

• Input Buffer Size <= 100MB

• Object Count * Object Size > 0x80000000 (2GB)

• ASN1 Decoding Expansion = 2GB / 100MB

• Need ~20x Expansion

• Encoding Must Be Valid
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ASN1DecRealloc Xref



fieldeffect.com 24

Validate Exploitability
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ASN1Dec_CRLDistributionPoints()

Object Size = (1 << 6) = 0x40

Input Size = 2 Bytes

Ratio = 0x20!!
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• szOID_CRL_DIST_POINTS = “2.5.29.31”

•  

•   

•  

Vulnerability Options
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• szOID_CRL_DIST_POINTS = “2.5.29.31”

• Certificate file

•  

•  

Vulnerability Options
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• szOID_CRL_DIST_POINTS = “2.5.29.31”

• Certificate file

• COM Interface

•  

Vulnerability Options
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• szOID_CRL_DIST_POINTS = “2.5.29.31”

• Certificate file

• COM Interface

• SSL/TLS Network Connections

Vulnerability Options
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Reaching Via SSL

• Certificate in SSL Handshake (client or server*)

• SSL Protocol message limit
• 16MB

• Certificate Chain of Trust

• Retrieval of Missing Certificates

• Extensions: AIA, OCSP, CRL
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SSL Object Retrieval
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CA Issuers

CCertChainEngine::GetIssuerUrlStore()

{

    pAuxInfo->dwMaxUrlRetrievalByteCount = 100000;

}
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UserNotice Fuzzing
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OCSP Retrieval

  pAuxInfo->dwMaxUrlRetrievalByteCount = 100MB;
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Dead End?

• Compromised Intermediate CA (e.g. Comodo)

• Firewalls/Security Appliance Inspecting SSL

• Independently Manage CAs
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Demo Setup

X509

Certificate

16MB Max

OCSP

OCSP

CRL

DIST

POINTS

100MB Max
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CVE-2024-29050
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• Primitive is write of controlled data 2GB from 
allocation

Exploitable?

NonPagedPool
Heap

Leaked Address Corruption Target

2GB



fieldeffect.com 39

• Primitive is write of controlled data 2GB from 
allocation

Exploitable?

NonPagedPool
Heap

Leaked Address Corruption Target

2GB

• Misses will likely be swallowed by exception handler

• Opportunity for info leaks

• Sensitive data in LSASS, don’t need RCE to win
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Disclosure Timelines
CVE-2024-30020 – Time Stamp Response

• 2023-12 – Found and reported to MSRC

• 2024-02 – Vulnerability confirmed by MSRC

• 2024-05 – Patch released

CVE-2024-29050 – CRL Distribution Points

• 2023-09 - Reported to MSRC by VictorV with 

Kunlun Lab

• 2023-12 – Found and reported by me to MSRC

• 2024-02 – Vulnerability confirmed by MSRC

• 2024-04 – Patch released



▪ eegsgard@fieldeffect.com

▪ @hexnomad@infosec.exchange

Thank you!
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